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1. Definitions
a. Data
Any information about a personally identifiable individual that we hold. CW Mind will
specify the legal basis for processing each type of data. Certain data is specified as
'special category' and needs extra justification for processing.
b. Processing
Any of the following actions: obtaining, accessing, recording, retrieval, consultation,
holding, disclosing, sharing, using, transmission, erasure, destruction.
c. Data subject
Data subject means an individual who is the subject of the personal data, either directly
or can be identified from it. A data subject must be a living individual.
d. Data Controller
The Data Controller is the individual, company or organisation that determines the
purpose and the manner in which personal data may be processed. CW Mind is the
Data Controller for the purposes of the General Data Protection Regulation.
e. Data Processor
Data Processor, in relation to personal data, means any other person other than an
employee of CW Mind who processes the data on behalf of CW Mind.
f. Recipient
Recipient, in relation to personal data, means any person to whom data are disclosed
(including employees or agents of CW Mind).
g. Third Party
Third Party means anyone other than the data subject, the data controller or any
person authorised to process data on behalf of the data controller.
h. Data Protection Legislation
Within this policy, 'data protection legislation' means the General Data Protection
Regulation (GDPR), the Data Protection Act 1998, or any subsequent UK data
protection legislation.

2. Commitment
This policy outlines how Coventry and Warwickshire Mind collects, uses, stores and
protects data and information about the people who interact with our services (including
service users, volunteers, trustees and staff).
CW Mind adheres to the principles of Data Protection Legislation.
Article 5 of the GDPR requires that personal data shall be:
“a) processed lawfully, fairly and in a transparent manner in relation to individuals;
b) collected for specified, explicit and legitimate purposes and not further processed
in a manner that is incompatible with those purposes; further processing for archiving
purposes in the public interest, scientific or historical research purposes or statistical
purposes shall not be considered to be incompatible with the initial purposes;
c) adequate, relevant and limited to what is necessary in relation to the purposes for
which they are processed;
d) accurate and, where necessary, kept up to date; every reasonable step must be
taken to ensure that personal data that are inaccurate, having regard to the purposes
for which they are processed, are erased or rectified without delay;
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e) kept in a form which permits identification of data subjects for no longer than is
necessary for the purposes for which the personal data are processed; personal data
may be stored for longer periods insofar as the personal data will be processed
solely for archiving purposes in the public interest, scientific or historical research
purposes or statistical purposes subject to implementation of the appropriate
technical and organisational measures required by the GDPR in order to safeguard
the rights and freedoms of individuals; and
f) processed in a manner that ensures appropriate security of the personal data,
including protection against unauthorised or unlawful processing and against
accidental loss, destruction or damage, using appropriate technical or organisational
measures.”
Article 5(2) requires that:
“the controller shall be responsible for, and be able to demonstrate, compliance with
the principles.”
CW Mind has in place processes and procedures to ensure that these principles are
upheld across our data processing activities.

3. Purpose
The purpose of this policy is to protect the rights and privacy of living individuals who
access Mind services, work for, or support CW Mind, to ensure that personal data is
not used, stored or disclosed ('processed') without such individual's knowledge, and
is processed with a lawful basis and in a fair and transparent manner.
We will abide by the following:
Lawfulness & Fairness: Personal data shall be processed lawfully, fairly and in
a transparent manner in relation to individuals.
Purpose Limitation: Personal data shall be collected for specified, explicit and
legitimate purposes and not further processed in a manner that is incompatible
with those purposes; further processing for archiving purposes in the public
interest, scientific or historical research purposes or statistical purposes shall not
be considered to be incompatible with the initial purposes.
Data Minimisation: Personal data shall be adequate, relevant and limited to
what is necessary in relation to the purposes for which they are processed.
Accuracy: Personal data shall be accurate and, where necessary, kept up to
date; every reasonable step must be taken to ensure that personal data that are
inaccurate, having regard to the purposes for which they are processed, are
erased or rectified without delay.
Storage Limitation: Personal data shall be kept in a form which permits
identification of data subjects for no longer than is necessary for the purposes for
which the personal data are processed; personal data may be stored for longer
periods insofar as the personal data will be processed solely for archiving
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purposes in the public interest, scientific or historical research purposes or
statistical purposes subject to implementation of the appropriate technical and
organisational measures required by the GDPR in order to safeguard the rights
and freedoms of individuals; and
Security: Personal data shall be processed in a manner that ensures security of
the personal data, including protection against unauthorised or unlawful
processing and against accidental loss, destruction or damage, using technical or
organisational measures.
In simple terms, this means we must collect and use personal data fairly, tell people
how we will use their personal data, store it safely and securely and not disclose it
unlawfully to third parties. We need to be careful that the information we collect is
relevant and that we do not collect more information than we need for the stated
purpose.
There are restrictions on the transfer of personal data outside the EEA and
information should not be transferred outside of the UK unless it meets the
requirements of the Data Protection Legislation.
Partners and any third parties working with or for the organisation, and who have or
may have access to personal data, will be expected to comply with the principles of
this policy. No third party may access personal data held by the organisation in a
routine way, without having first entered into a third party Data Sharing Agreement
which imposes on the third party obligations no less onerous than those to which the
organisation is committed, and which gives the organisation the right to audit
compliance with the agreement.

4. Duties & Responsibilities
a. Chief Executive
The Chief Executive has overall responsibility for Information Governance which
includes data protection legislation. As the accounting officer he/she is responsible for
the management of the organisation and for ensuring mechanisms are in place to
support service delivery and continuity.
b. Chair
The Chair has Board level responsibility for the management of information risk within
the organisation and the development and maintenance of Information Governance
practices throughout the organisation, including business continuity measures to
ensure the safety and availability of information assets.
c. The Board of Trustees
The Board is responsible for ensuring that the organisation establishes, monitors and
maintains systems, processes and reporting arrangements for the management of all
aspects of information governance, data protection and confidentiality. It supports and
drives the broader information governance agenda and provides assurance that
effective information governance best practice mechanisms are in place throughout the
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organisation.
d. Quality & Information Governance Lead
Responsible for the operational day to day management of all issues relating to
information governance, data protection and confidentiality, including drafting policy
documents, procedural guidance, training, audit and dealing with all information
governance related enquiries.
e. Managers
Managers are responsible for ensuring that there are procedures in place relevant to
their area of work, that their team are familiar with and follow those procedures, and
that their team complete Information Governance refresher training annually.
f. All Staff
It is the responsibility of all staff at CW Mind to:
i. familiarise themselves with and follow the policies/procedures in
place relevant to their role or work.
ii. be responsible for the safety and proper management of the
information they process, and for the prompt reporting of any
information governance incidents using Data Breach Reporting
Form (QU24) following PRC71 – Data Breach Reporting Process.
The Data Breach Reporting Form (QU24) must be handed to the
Quality & Information Governance Lead for further action.
iii. complete Information Governance refresher training annually.

5. Lawful basis
The lawful bases for processing are set out in Article 6 of the GDPR. At least one of
these must apply whenever CW Mind processes personal data:
(a) Consent: the individual has given clear consent for us to process their personal
data for a specific purpose.
(b) Contract: the processing is necessary for a contract we have with the individual,
or because they have asked us to take specific steps before entering into a
contract.
(c) Legal obligation: the processing is necessary for us to comply with the law (not
including contractual obligations).
(d) Vital interests: the processing is necessary to protect someone’s life.
(e) Public task: the processing is necessary for us to perform a task in the public
interest or for our official functions, and the task or function has a clear basis in
law.
(f) Legitimate interests: the processing is necessary for our legitimate interests or
the legitimate interests of a third party unless there is a good reason to protect
the individual’s personal data which overrides those legitimate interests.
(g) Special Category Data: Special category data is personal data which the GDPR
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says is more sensitive, and so needs more protection. This means if CW Mind
wishes to process the following data, the organisation will need to also obtain
specific consent from the data subject:








Race, ethnic origin, religion, sexual orientation
politics
trade union membership
genetics
biometrics (where used for ID purposes)
health
sex life

(h) Criminal Offence Data: CW Mind will comply with any conditions under Data
Protection legislation.
CW Mind uses a different legal basis for different services provided, dependent on the
types of information we need to process. Please see Data Kept, below.

6. Data kept
CW Mind will keep an ongoing log of the data we keep, our lawful basis for keeping it,
where and how it is used, where and how it is kept and for how long. Please see QU25
- Record of Processing Activities.
CW Mind collects, uses and stores a range of personally identifiable data relating to
service users, volunteers, trustees, staff, members and supporters. This information
enables us to:
1) provide quality services that are tailored to individuals’ needs;
2) demonstrate that we provide fair and open access to all our services;
3) ensure that service information is only ever shared with the person to whom it
concerns;
4) share relevant news and information with individuals based on their
relationship/involvement with CW Mind; and
5) better understand the need and demand for our services from different
demographics.
We also store data and information relating to individuals’ interactions with our services
(i.e. case notes) as well as the nature of their support needs (including medication
requirements as necessary). This ensures that:
1) we are accountable for the support that we provide;
2) we provide services that are based on an individual’s needs;
3) we provide a seamless service to our service users; and
4) we have evidence about our service outcomes.
Case notes (including safeguarding records) are always treated as ‘sensitive data’ to
protect the privacy of everyone involved.
Depending on the service provided, we may also collect and store some of the
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following information:





Referral information from third parties (*this should only have been shared with us
with the service users consent)
GP details
Next of kin contact details
Information about other third-party services being accessed

This ensures that, when required, we can liaise with referrers, GPs and people from
within an individual’s support network to ensure that they receive the best quality care
and that they remain safe and well at all times. However, this information will only be
used with the consent of the service user and/or if there is a statutory obligation to do
so (see more information under ‘breaches of confidentiality’ below). As and when
sharing information of this nature is felt to be a likely/necessary part of someone’s
support needs within a particular service, formal consent will be sought from the service
user at the beginning of their interaction with the service.
At regular intervals, we collect feedback from our service users via online surveys and
questionnaires. These are anonymous by default, however some service users choose
to give us their details, in which case this data is treated as sensitive data. In some
cases, we also collect case studies to demonstrate the impact of our services and/or to
publicise fundraising activity, however individuals are always given the option of
remaining anonymous.
At times, we may also collect contact information from individuals if they would like to
receive news and information relating to Coventry and Warwickshire Mind - however
individuals have the opportunity to unsubscribe from unwanted emails at any time.

7. Transportation of data
Wherever possible, personal information will not be transported on paper.
Precautions will be taken when transporting personal information, both within and
outside the organisation, to ensure that it is protected from unauthorised access, loss
or destruction.
a. Paper files
Where it is necessary to transport documents or files relating to staff, volunteers,
trustees or service users, the employee with the responsibility for transportation will
ensure that no personal information is visible, i.e. in a non-transparent container.
Wherever possible documents will not be taken home overnight; where it is not
possible to return paperwork to an office by the end of shift, the employee is
responsible for the confidentiality of the document/s and so should ensure that they
keep the data in a secure building during this time (i.e. NEVER left in a car). Should
confidentiality be broken (except in the circumstances listed above) the protection of
information is the responsibility of the member of staff who is in possession of the
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information. Failure to take adequate measures to protect information may lead to
disciplinary and/or legal action being taken against the individual.
b. Removable media
Staff must not store, convey or transmit identifiable and/or sensitive information in an
unencrypted format on removable media/devices. This relates to all types of
removable devices/media (including CD’s, DVD’s, Memory Cards, USB pen drives,
USB hard drives). These items are small, light and potentially easily lost. They can
also contain high volumes of data/information for their size. Where used, removable
media must be encrypted and where sensitive data is stored on removable media,
the documents must be password protected.
Staff must not connect, install and run any other software or removable media such
as MP3 players, mobile phones or iPods on or with CW Mind’s IT equipment. CW
Mind will not bear any responsibility for such damage to equipment or loss of
personal data in these cases.
CW Mind reserves the right to recall all removable items whether belonging to the
organisation or personal, where it is believed that confidential data is being stored or
transferred in an insecure manner, not compatible with this policy. In such an instance,
this may lead to disciplinary action being taken.
c. Email
When an email is sent where the message contains personal data, the email will be
encrypted. Where an email attachment contains personal data, this document will be
password protected and the password relayed to the recipient in a separate email or
verbally.

8. Data retention & destruction
Personal data processed for any purpose or purposes shall not be kept for longer
than is necessary for that purpose or those purposes.
CW Mind will regularly:





review the length of time we keep personal data;
consider the purpose or purposes we hold the information for in deciding
whether (and for how long) to retain it;
securely delete information that is no longer needed for this purpose or these
purposes; and
update, archive or securely delete information if it goes out of date.
Please see QU06- Data Retention Schedule for more information.

9. Confidentiality
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a. Policy statement
CW Mind believes in the right of privacy and the need to respect users, staff and
volunteers and will ensure that everyone involved in CW Mind has confidence and trust
in the organisation.
Confidentiality is not something seen in isolation from the rest of the organisation, but is
an integral part of the organisation and how the people relate to each other, whether
they are service users, staff, volunteers, trustees, members or other organisations.
The policy of CW Mind is not to guarantee absolute privacy in every circumstance, nor
is it to create a secretive environment, but to create and maintain an environment
where personal dignity and individual rights are respected.
The confidentiality policy applies to all written and verbal information, in line with the
General Data Protection Regulation and other Data Protection legislation, which is
deemed sensitive by the person or organisation it relates to. Confidentiality therefore
includes:




All records and information about service users, staff, trustees and volunteers,
members and supporters;
Any information exchanged in a formal or informal setting, where it is deemed
sensitive by the individual concerned;
Information about the internal affairs of CW Mind.

b. Principles of Confidentiality
The following principles of confidentiality apply in CW Mind:


The ultimate point of reference for deciding who should be allowed access to a
piece of confidential information is the individual to whom it applies, and
therefore informed consent must be given for the information to be disclosed;



Only necessary information will be collected. The individual concerned will be
told why there is a need to disclose information, who will have access to that
information, and the likely consequences of giving or withholding consent;



After consent has been obtained, it is the responsibility of the person passing on
the information to ensure that this is only done on the agreed terms;



Service users will not be unnecessarily referred to by name and their personal
circumstances will not normally be discussed. Service users’ names will not be
given to third parties without their consent;



Personnel records will be kept in a safe place. Individuals are able to request to
see specific information from their own personnel files, and it will be clear who
else has access to them (see Access to Files section in this policy);
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The importance of confidentiality and its implications will be communicated
clearly to staff, trustees and volunteers as part of their induction and ongoing
support. External parties will be given clear indication when they are provided
with confidential information.



All employees must ensure that they follow the Data Protection principles at all
times.



Staff and volunteers will sign a Confidentiality Agreement (HR01) which
confirms their acceptance of their responsibilities regarding confidentiality.



All measures will be taken to ensure that access to information is limited
wherever possible in order to protect individuals’ privacy and reduce the risk of a
data breach or disclosure.

c. Data Sharing
We will only share data with external organisations with the data subject's explicit
consent, and only in the context of the service/s provided to the data subject.
There may be occasions where it is necessary from a risk management or legitimate
interests point of view to share sensitive data with agencies, e.g. NHS, police. CW Mind
will only do this where absolutely necessary and where we deem it in the person’s vital
interests to do so, and this will be made clear in privacy notices given to service users
before the service provision begins.
d. Partner agencies
At times, Coventry and Warwickshire Mind services are delivered in partnership with
other organisations/agencies. We believe that partnership working can have real
benefits for service users, drawing on the strengths of the different partners and
widening access to specialist skills and expertise. In these cases, sharing
information with partner organisations is required.
Coventry and Warwickshire Mind will make it clear to service users when a service is
being delivered in partnership with others. We will ensure that the partnership
endorses the principles of data protection, data sharing and confidentiality as
covered in this policy, either by creating a service-specific data sharing agreement
between the partners and/or ensuring that these principles are reflected in any
service level agreement/service contract. We will also ensure that data is shared
solely for the purpose of delivering a service; we will not agree to share information
with partners for the purpose of their own marketing, campaigning or fundraising
purposes.
Where shared systems are utilised across a partnership, access rights to service
case notes will be decided based on job role and responsibilities. Limiting access in
this way will ensure that information about other services an individual may be
accessing/ have accessed in the past, remain confidential, thus protecting the
individuals privacy.
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e. Electronic Data
CW Mind will adhere to the Data Protection Act 1998 for electronic data in the same
way as for manual files. Where data is kept electronically, for example on the
organisational database (Charitylog), data is retained and destroyed/anonymised
according to the Data Retention Schedule QU 06 (see ‘Data Retention’ below).
Access to sensitive data held on organisational databases (such as Charitylog) will
be via a two-stage password system, with individual passwords issued. Wherever
possible, GDPR compliant systems will be the preferred option.
All system users will have relevant security permissions for their job role. Access is
reviewed when job roles change, and is removed when employment is terminated.
f. Cloud storage
Wherever possible, staff will keep electronic data saved to cloud storage (e.g Office
365) as this is deemed more secure than local systems or paper records. Any
electronic data kept in this way is deemed to be the property of CW Mind, and
access is removed when employment is terminated.

g. Disclosing Personal Information
Extreme care will be taken to prevent the unauthorised disclosure of personal
information by ensuring staff are aware of the implications of their behavior including:
not positioning equipment carefully; not using time-out and screen-blanking features;
poor password management; not securing paper-based information in locked cases,
filing cabinets or drawers; and not conducting sensitive telephone conversations
away from a communal office environment.
h. Breaches of Confidentiality
Personal information collected by staff in the course of their duties must not be
communicated to other persons or bodies unless required to do so by law, or to meet
the requirements of the registered purposes, or with the explicit consent of the
individual concerned.
Any disclosures of information made by staff must be consistent with the
organisation’s registration under Data Protection legislation.
It is the responsibility of all staff to ensure that:



Measures are taken to prevent personal information from being accidentally
disclosed to unauthorised persons, for example by the implementation of
‘Clear Desk’ or ‘Clear Screen’ policies.
care is taken in the storage and disposal of personal information held in
whatever format. Personal data must be held securely and in confidence.
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any guidance on handling personal information specific to a work area is
followed.
PCs/laptops/tablets are password protected (please contact Head Office with
any issues).

The only situations where CW Mind will break confidentiality are:
-

-

Under the Prevention of Terrorism Act
If a person has absconded from a place of safety, whilst under a section
of the Mental Health Act, in which case the Police and/or place of safety
will be informed;
If the information is key evidence in a police investigation;
If the person is likely to cause themselves or someone else serious harm
(see POL 46 - Child Protection Policy / POL 38 - Safeguarding Adults
Policy & Procedure)

Users, volunteers and staff have the right to complain about breaches in confidentiality
via the POL 09 - Complaints Policy or POL 20 - Grievance Policy. Breaches in
confidentiality will be taken seriously and may result in dismissal of the offending
person, whether it is a user, staff member, trustee or volunteer.
It is important to recognise and control any prejudices that might be brought to light by
any particular situation. Individual or societal prejudices must not interfere with the
confidentiality which must be given to information.

10.

Access to files

Individuals have the right to access their personal data: this is commonly referred to
as subject access.
Individuals can make a subject access request in writing, direct to any member of
staff. The member of staff receiving the request needs to clarify with the person
exactly what they would like to see by completing QU31- Subject Access Request
Form. CW Mind have one month to respond to a request.
Please also see PR20- Subject Access Request Procedure.

11.

Freedom of Information

CW Mind undertakes to use its best endeavours to keep confidential any information
provided to it, subject to the statutory obligations under law, including the Freedom of
Information Act 2000.
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If CW Mind considers that any information communicated to the organisation should
not be disclosed because of this sensitivity then this should be stated, together with the
reason for considering it sensitive. CW Mind will then use reasonable endeavours to
consult with affected people in considering any request received under the Freedom of
Information Act 2000 before replying to such a request. It should be noted however that
CW Mind does not have discretion in responding to such request under the Act.

12. Breaches of data protection/incidents/reporting

Incidents or any near miss that affects the confidentiality, integrity or availability of
information, and /or led to the unauthorised destruction, denial of access, disclosure
or modification of information, is a data breach and must be reported immediately to
the Quality & Information Governance Lead (if they are unavailable, contact Head
Office). This will aid in improving awareness, eliminating poor practice and
carelessness, rather than apportioning blame. Please see PRC 71 – Data Breach
Reporting Process for more information.
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